SOUTHWEST

HEALTH & HUMAN
SERVICES

Southwest Health and Human Services
Board Agenda
Wednesday, August 17, 2016
Public Health Conference Rooms
Government Center, 2™ Floor

Marshall
9:00 a.m.
HUMAN SERVICES
A. Call to order
B. Pledge of Allegiance
C. Consent Agenda
1. Amend/Approval of Agenda
2. Identification of Conflict of Interest

3. Approval of 07/20/16 board minutes
D. Financial

E: Caseload

07/16
Social Service 3,686
Licensing 472
Qut-of-Home Placements 172
Income Maintenance 12,399
Child Support Cases 3,376
Child Support Collections $775,446
Non IV-D Collections $36,475

F. Decision Items
1. 2017 budget

G. Discussion/Information
1.

06/16

3,675
470

169
12,411
3,354
$867,259
$182,363

05/16

3,680
471

171
12,447
3,356
$869,242
$38,367



COMMUNITY HEALTH

Call to order

Consent Agenda

1. Amend/Approval of Agenda

2. Identification of Conflict of Interest
3. Approval of 07/20/16 board minutes

Financial
Caseload

07/16 06/16 05/16
WIC 2348 2329
Family Home Visiting 38 48 52
PCA Assessments 16 22 28
Managed Care 232 292 284
Dental Varnishing 91 131 107
Refugee Health 19 11 5
Latent TB Medication Distribution 28 21 30
Decision ltems
1. 2017 budget
Discussion/Information
1.

GOVERNING BOARD

Call to order

Consent Agenda

1. Amend/Approval of Agenda

2. Identification of Conflict of Interest
CH Approval of 07/20/16 board minutes

Financial

Employee Recognition

e Matt Carlson, 1 year, Social Worker (CPS), Slayton
Stephanie Koenen, 1 year, Social Worker (CPS), Redwood Falls
Jessica Kruk, 1 year, Eligibility Worker, Marshall
Heather Moorse, 1 year, Social Worker (CPS), Marshall
Kasey VanderPlaats, 1 year, Office Support Specialist, Pipestone
Nikki Traen, 10 years, Public Health Nurse, Marshall
Amy Herigon, 15 years, Child Support Officer, Marshall
Angie Orren, 15 years, Social Worker, Marshall
Mavis Salfer, 15 years, Health Services Program Aide, Redwood
Falls
e Deanna Stelter, 15 years, Social Worker, Marshall
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GOVERNING BOARD (cont.)

R. Decision ltems

1.

2.

3.

10.
11.
12.
13.

14.

15.
16.

Heather Moorse, Social Worker (CPS), completion of 12 month
probationary period, 1% salary increase, effective 08/19/16
Kasey VanderPlaats, Office Support Specialist, completion of 12
month probationary period, 1% salary increase, effective 08/31/16
Tori VanOverbeke, Eligibility Worker, completion of 12 month
probationary period, 1% salary increase, effective 09/01/16
Jessica Kruk, Eligibility Worker, completion of 12 month
probationary period, 1% salary increase, effective 09/13/16
Candace Swenson, Social Worker (CPS), probationary
appointment (12 months), $40,660.00 annual, effective 08/15/16
Steve Beekman, Public Health Educator, probationary
appointment (12 months), $23.08 per hour, effective 08/15/16
Angela Hulzebos, Collections Officer, probationary appointment
(12 months), $22.00 per hour, effective 08/22/16
Melanie Guetter, lateral transfer — Social Worker (CPS) to Social
Worker, 6 month probationary period, no salary change, effective
09/06/16
Sherry Marks, Office Services Supervisor, retirement, effective
09/30/16
Request for Social Worker
Personnel Policy Number 4 — Telecommuting
Personnel Policy Number 23 — Voluntary Donation of
Vacation/Medical
Administrative Policy Number 1 — Data Privacy Policy and
Procedures
Donations

o Heather Moorse, Minneota, donated a car seat

¢ Gloria Dei Lutheran Church Mission Quilters, Redwood

Falls, donated quilts for foster children

e Mary Keck family, Luverne, donated a shower seat/bench

e Federal Children’s Bureau donated a printer
Papercut server software
2017 budget

S. Discussion/Information

1.
2.
3.

MCIT dividend
Optum/Medica
Closed session — Director’s evaluation

T.  Adjournment

Next Meeting Dates:
o Wednesday, September 21, 2016 — Marshall

o Wednesday, October 19, 2016 — Marshall
o Wednesday, November 16, 2016 — Marshall



SOUTHWEST HEALTH & HUMAN SERVICES

lvanhoe, Marshall, Slayton, Pipestone, Redwood and Luverne Offices

SUMMARY OF FINANCIAL ACCOUNTS REPORT For the Month Ending: July, 31 2016
* Income Maintenance * Social Services * Information Technology * Health *
Description Month Running Balance
BEGINNING BALANCE $3,288,798
RECEIPTS
Monthly Receipts 2,309,161
County Contribution 801,387
Interest on Investments 5,733
TOTAL MONTHLY RECEIPTS 3,116,281
DISBURSEMENTS
Monthly Disbursements 2,454,113
TOTAL MONTHLY DISBURSEMENTS 2,454,113
ENDING BALANCE $3,950,966
REVENUE
Checking/Money Market 53,950,966 Average Balance
CD's/Bonds $1,800,000 last two years
Magic Fund LY1) $4,524,745
ENDING BALANCE : $5,750,966

REVENUE DESIGNATION

Magic Fund

CD's/Bonds

Checking/Money Market

./.
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SOUTHWEST HEALTH AND HUMAN SERVICES CHECK REGISTER

JULY 2016
DATE |RECEIPT or CHECK # DESCRIPTION| + DEPOSITS -DISBURSEMENTS BALANCE
BALANCE FORWARD 3,288,797.96
7/1/16118874-18902 Dep 20,288.53 3,309,086.49
7/5/16]|69557-69602 Disb 14,516.84 3,294,569.65
7/5/16169603-69653 Disb 50,893.66 3,243,675.99
7/5/16|1669-1678 ACH Disb 1,301.25 3,242,374.74
18911-18928, 18933,18935-
7/5/16|18937 Dep 667,922.29 3,910,297.03
7/5/1619440 Disb 8,528.58 3,901,768.45
7/8/16|7390-7407 PAYROLL 135,349.87 3,766,418.58
7/8/16|38334-38578 ACH PAYROLL 461,880.60 3,304,537.98
18903-18910,18929-
7/8/16(18932,18934,18938-18986  |Dep 360,771.00 3,665,308.98
7/11/16(69654-69688 Disb 3,081.96 3,662,227.02
7/11/16/69689-69794 Disb 227,864.58 3,434,362.44
7/11/16]1679-1695 ACH Disb 2,018.79 3,432,343.65
7/11/16|9441 Disb 13,215.91 3,419,127.74
7/12/16[18987-19023 Dep 1,163,675.93 4,582,803.67
7/13/16(9442 Disb 9,012.35 4,573,791.32
7/14/16|9443 Disb 53,715.14 4,520,076.18
7/14/16|9444 Disb 639.04 4,519,437.14
7/14/16(9445 Disb 33.00 4,519,404.14
7/15/16{19024-19073 Dep 108,891.42 4,628,295.56
7/18/16(69795-69800 Disb 9,151.66 4,619,143.90
7/18/16[1696-1696 ACH Disb 347.20 4,618,796.70
7/18/16]69801-69946 Disb 246,861.66 4,371,935.04
7/18/16|1697-1706 ACH Disb 1,044.65 4,370,890.39
7/18/16|9446 Disb 55,5670.66 4,315,319.73
7/19/16[19074-19109 Dep 128,633.49 4,443,953.22
7/20/16(9447 Disb 32,236.77 4,411,716.45
7/22/16(69947-70042 Disb 10,338.10 4,401,378.35
7/22/16|70043-70238 Disb 79,792.47 4,321,585.88
7/22/16|1707-1710 ACH Disb 2,093.36 4,319,492.52
7/22/16|7408-7426 PAYROLL 136,331.14 4,183,161.38
7/22/16{38579-38823 ACH PAYROLL 457,858.25 3,725,303.13
7/22/16(19110-19153 Dep 229,014.22 3,954,317.35
7/22/16(9448 Disb 897.05 3,953,420.30
7/25/16(70239-70324 Disb 8,552.94 3,944,867.36
7/25/16|70325-70436 Disb 305,949.72 3,638,917.64
7/25/16|1711-1720 Disb 1,193.02 3,637,724.62
7/25/16[9449 Disb 33,028.31 3,604,696.31
7/26/16|19154-19191 Dep 189,829.57 3,794,525.88
7/27/16[9450 Disb 9,012.20 3,785,513.68
7/29/16(70437-70480 Disb 8,737.93 3,776,775.75
7/29/16(70481-70540 Disb 72,777.49 3,703,998.26
7/29/16]1721-1725 ACH Disb 287.05 3,703,711.21
7/29/16]19192-19232 Dep 241,521.32 3,945,232.53
7/28/16(25140 Interest 5,733.46 3,950,965.99
3,950,965.99
3,950,965.99
3,950,965.99
balanced jvp 8/1/16 TOTALS| 3,116,281.23 2,454,113.20
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J lllV 2016: Total kids in placement = 172

Total of 14 Children entered placement

4 Lyon Foster Home
| Murray Probation

2 Murray Foster Home
4 Pipestone Foster Home
3 Redwood Foster Home

Total of 11 Children were discharged from placement (discharges from previous month)

2 Lyon Probation

2 Pipestone Group Home

1 Pipestone Probation

2 Redwood Group Home

1 Redwood Pre-Kinship Home

1 Redwood Non-Custodial Parent’s Home
1 Rock Residential Treatment Facility

1 Rock Child’s Reunification Home



NON IVD COLLECTIONS

JULY 2016
PROGRAM ACCOUNT TOTAL
MSA/GRH 05-420-605.5802 50
TANF (MFIP/DWP/AFDC) 05-420-610.5803 1,476
GA 05-420-620.5803 25
FS 05-420-630.5803 140
CS (PI Fee, App Fee, etc) 05-420-640.5501 1,274
MA  Recoveries & Estate Collections 05-420-650.5803 16,626
(25% retained by agency)
REFUGEE 05-420-680.5803 0
CHILDRENS
Parental Fees, Holds 05-431-710.5501 6,026
OOH/FC Recovery 05-431-710.5803 4,040
CHILDCARE
Licensing 05-431-720.5502 2,750
Corp FC Licensing 05-431-710.5505 600
Over Payments 05-431-721&722.5803 0
CHEMICAL DEPENDENCY
CD Assessments 05-431-730.5519 5,103
Detox Fees 05-431-730.5520 (1,635)
MENTAL HEALTH
Insurance Copay 05-431-740.5803 0
Over Payments 05-431-741 or 742.5803 0
DEVELOPMENTAL DISABILITIES
Insurance Copay/Overpayments 05-431-750.5803 0
ADULT
Insurance Copay/Overpayments 05-431-760.5803 0
TOTAL NON-IVD COLLECTIONS 36,475




SOUTHWEST HEALTH AND HUMAN SERVICES
PERSONNEL POLICY NUMBER 4

EFFECTIVE DATE: 02/15/12
REVISION DATE: 08/17/16
AUTHORITY: Southwest Health and Human Services Joint Governing Board

--- TELECOMMUTING ---

Section 1 - Purpose

a. The intent of Southwest Health and Human Services (SWHHS) Telecommuting
Guidelines is to help employees who telecommute and their supervisors understand
their obligations and the agency’s responsibilities when working from a home office.
Telecommuting arrangements should be capable of demonstrating improved customer
service and potential cost savings.

Section 2 - Definition of Telecommuting

a. For purposes of this policy, employees who work from a home office on a regularly
scheduled basis will be considered telecommuters. This does not include employees

who work from their home on an infrequent basis.

1. Part-Time Telecommuter

e The employee will be scheduled to work from home at least 50% of the
time. They will agree to share their agency work station with one or
more other telecommuters on a pre-arranged basis. The number of
telecommuters that will share a work station depends on the amount of
time scheduled in the agency work station.

e This agency work station could be personalized as agreed by the
telecommuters, but only one computer station and desk will be
provided. A lockable, private storage area for each telecommuter may
be provided which may or may not be in the immediate work area.

2. Full-Time Telecommuter

e The employee will be scheduled to work from home at least 80% of the
time. The telecommuter will agree to give up their personal agency work
station and share a “hotel” site with up to four other telecommuters.



SOUTHWEST HEALTH AND HUMAN SERVICES
PERSONNEL POLICY NUMBER 4

c. Employees will keep their supervisor informed of progress on assignments worked on at
home and of any problems experienced. Employees will also communicate as needed
to ensure meeting the needs of their supervisors, co-workers, clients, and customers.

d. Employees who telecommute will be expected to perform an additional 10% of job
responsibilities of those who do not telecommute. The job responsibilities assigned will
be determined by that employee’s supervisor.

Section 6 - Equipment/Supplies

a. SWHHS will provide the following equipment: a personal computer, printer/fas-
rmodem, one adjustable computer table, an ergonomic chair, and a locking file

cablnet(s) lkmuagewnwwak&pmwde%we&henﬂmeﬂd&ta—and#mee}—@n@-

E . o it Tl I!" ”. 'III I | I 'I s
memser—a-nd—ageney—é-Feeter—Other office supplies required for job function will be
provided by SWHHS and will be obtained during the employee’s in-office work hours.
SWHHS will not reimburse for the cost to install internet or the monthly internet access

cost. SWHHS will reimburseforthecastlo nstalla-phene-heand-the-monthly-phone-
includingd i forthatline.

b. Equipment, software, and other supplies furnished by SWHHS remain the property of
SWHHS and are subject to the same business use restrictions as if located at a SWHHS
work site. No personal software may be loaded onto SWHHS owned equipment. (Refer
to SWHHS Administrative Policy Number 10 regarding Internet use.)

C. If SWHHS owned equipment requires maintenance or repair, the employee should
contact their supervisor and the Information Technology Services Unit (IT). IT personnel
will make arrangements for maintenance or repair of the SWHHS owned equipment
and software.

d. Employees should not transport SWHHS owned IT equipment (with the exception of
laptops) without prior approval from IT supervisor.

e. SWHHS cannot provide technical support to the employee’s personally owned
hardware or software.

f. SWHHS does not assume responsibility for any loss, damage, or wear to employee
owned equipment or furnishings.



SOUTHWEST HEALTH AND HUMAN SERVICES
PERSONNEL POLICY NUMBER 23

EFFECTIVE DATE: 01/01/16
REVISION DATE: 02/17/16; 08/17/16
AUTHORITY: Southwest Health and Human Services Joint Governing Board

--- Voluntary Donation of Vacation/Medical ---
Section 1 - Policy Statement

a. Southwest Health and Human Services (SWHHS) recognizes that employees may have an
individual or family medical emergency that causes a severe impact to them resulting in a
need for additional time off in excess of their paid time off. To address this need, all eligible
employees will be allowed to donate vacation/medical time from their accrued balance to
their co-workers in accordance with the policy outlined below. This policy is strictly
voluntary.

Section 2 — Guidelines

a. Eligibility
e In order to be eligible to donate vacation/medical:
= Must be employed with SWHHS for a minimum of 90 days.
e Employees who would like to make a request to receive donated vacation/medical:
= Must be regular full-time or regular part-time (who are normally scheduled
to work at least 20 hours) and employed with SWHHS for a minimum of 90
days. Must have also made a minimal initial donation of 4 hours (2 hours
vacation/2 hours medical) to participate. SWHHS employees can join the
donation bank during open enrollment, which is normally the first part of
November for the next calendar year. Once the bank reaches 1200 hours, a
minimum donation of two hours per year (1 hour vacation/1 hour medical)
will be required for continued participation. If the bank falls under 1200
hours then the next calendar year donation will go up to 4 hours (2 hours
vacation/2 hours medical) to fund the bank. Newly hired staff will be given
the option to participate after 90 days of employment.
* Must have a situation that meets the following criteria:
Family Health Related Emergency — Critical or catastrophic
illness or injury of the employee or an immediate family
member that poses a threat to life and/or requires inpatient
or hospice health care. Inmediate family member is defined
asspouse, children, parents, grandparents and legal wards of
the employee or as allowed by state statute. Examples not
limited to:

o Serious, debilitating illness, impairment, or
physical/mental condition that involves treatment in
connection with an overnight stay in a hospital,
hospice, or residential medical/treatment facility;

1



SOUTHWEST HEALTH AND HUMAN SERVICES
PERSONNEL POLICY NUMBER 23

If a request is denied, the employee can appeal to the Director. However, decisions
regarding a denied request for this program is not subject to grievances or
arbitration.

Additional Guidelines

Employees receiving the donated vacation/medical time will be paid at their
normal hourly rate of pay (not at the donating employee’s rate of pay). The
maximum number hours that an employee can receive is 450 208-per event.
Vacation/medical time will be donated to the recipient based on the order
received. If the bank is depleted then the request may be denied. However,
if the bank is depleted a notice will be posted for additional donations but no
individual can donate above the maximum donation in a calendar year. If ho
hours are donated then the request will be denied.

Donated time may only be used for time off related to the approved request.
Recipients will not pay back any donated time.

SWHHS will not inform the recipient of the names of those donating hours.
Donation cannot extend the Family Medical Leave Act (FMLA).

When an employee fails to continuously participate in the pool year to year,
they must make an initial donation of 4 hours (2 hours vacation/2 hours
medical) to rejoin.

This program is not available to staff when the injury or illness is work related
and worker compensation applies.

Elective surgery does not qualify as a catastrophic iliness or injury. If
complications arise resulting in a serious health condition, the situation may
then qualify as a catastrophic illness or injury.

Most leave associated with pregnancy does not qualify as a catastrophic
iliness or injury. If complications arise resulting in a serious health condition
for the mother or child, the situation may then qualify as a catastrophic
illness or injury.

An employee who has given their notice to resign or retire is not eligible to
draw hours from the bank.



SOUTHWEST HEALTH AND HUMAN SERVICES
ADMINISTRATIVE POLICY NUMBER 1

EFFECTIVE DATE: 01/01/11
REVISION DATE: 12/17/14,08/17/16
AUTHORITY: Southwest Health and Human Services Joint Governing Board
MN Statutes, Chapter 13 from-13-003-+to-13-089
MN Rules Governing Data Privacy, Chapter 1205 frem-1205-0100-te-1250-2000

--- DATA PRIVACY POLICY AND PROCEDURES ---

Section 1 - Introduction

a. The purpose of this policy is to assist the staff of Southwest Health and Human Services
in complying with the data privacy statutes to: 1) safeguard information about
individuals that the agency collects, stores, and creates; and 2) to facilitate access to
information that the agency has collected or created according to existing state and

federal statutes and rules.-reluding the-Health-CarednsurancePRortabiliby-&

b. Data privacy is a form of an implied contract between an individual supplying
information and the agency needing information to provide services. Implied in this
agreement is the intention of supplying information for a specific program purpose. If
the information is to be used for another purpose by another program, other
individuals or agencies different from public health or human services, the individual
must consent to such use. Individuals have the right to know why the information is
requested, how it will be used, who will have access to the information. They also have
the right to contest accuracy.

c. The public also has the right to certain information of the agency in order to monitor
and evaluate governmental activities. None of these rights are absolute. A privacy
policy attempts to maintain a balance between the rights of the individual and the
public.



SOUTHWEST HEALTH AND HUMAN SERVICES
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Section 2 — General Principles
a. Individual Ownership of Data

The MN Government Data Privaey Practices Act maintains individual ownership of the
individual data collected. Southwest Health and Human Services will own the paper,
forms, and files, whereas the individual owns the data that is on these forms. The
agency is the caretaker of the individual's data. The individual in a very real sense
controls the use of the data. When questions arise, the individual's consent is the most
legal and ethical approach to be used in the release of information.

b. Program Information

The MN Government Data Privaey Practices Act requires that agencies collect only data
which is necessary for the administration of authorized programs. Data which is
collected from an individual under the authority of federal or state law must only be
used by the program for which it was collected. An exchange of data with personnel
outside of the program area must have the individual's signed permission, unless there
is a statute that authorizes such release. At the time of collection an individual must be
made aware that the data he-is they are providing will be shared with other health and
human service employees directly involved in providing program services. Staff has a
responsibility to maintain data necessary for program purposes and have records and
files that are accurate, current, and complete.

C. Release of Information

If the client has been made aware that sharing of data will take place this data may be
transferred without release. If the individual has not been made aware, dissemination
of data cannot take place without a signed release from the client, or a law that
authorizes access or special permission to release this information after the original
Notice of Privacy, sometimes referred to as the Tennessen Warning, was given. The MN
Government Data Privaey- Practices Act does not distinguish between an individual's
benefit to release information and a detriment to the individual's release of
information. Whatever category the data falls into, it is categorized for all purposes.
Example: The individual's address can no more be disclosed without the individual's
consent for purposes of settling estate than it can be for the purpose of locating an
accused criminal. Any letters from attorneys, subpoenas, dispositions, interrogatories,
court orders, and request of clients to see their file should be channeled through their
supervisor. In addition, one of the privacy officers shall also be notified.
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Section 3 - The MN Government Data Rrivacy Practices Act and the Department of
Administration Rules Establish the Rules Under Which Data and Information is
Compiled, Classified, Maintained, and Distributed

a. Classification of Data: Data is classified into two main categories and each category is
divided into three defined groups.

e Data on Individuals: Data on individuals is defined as all data in which an
individual can be identified as the subject of that data.

e Public Data on Individuals: Data on individuals is public if the statute or
rule does not classify the data as private or confidential and is accessible
by the public.

e Private Data on Individuals: Private data on individuals is data which is
not accessible to the public, but is accessible only to the individual
subject of that data and can be released only by the subject of the data's
consent. WAC-data-is-considered-private-

e Confidential Data on Individuals: Confidential data is data on individuals
that is classified as confidential by state or federal law, is not accessible
by the public, and is not accessible to the individual subject of that data.
Client cannot sign to release this information. At a minimum,
confidential data includes:

o medical or psychological information stamped confidential

o names of reporters

o adoption records

o chemical dependency records (per MN Statute Chapter 254A;
section 09.)

o all information related to IRS — IEVS (Income Eligibility Verification
Systems), e.g., UNVI or BEER matches.

e Data Not on Individuals: Data not on individuals is all data which is not

on individuals and does not allow identification of individuals.
o Public data is data which is accessible by the public.
o Non-public data is not accessible by the public.
o Protected non-public data is data not accessible by the public or
the subject of that data.

b. Summary data means statistical records and reports derived from data on individuals,
but in which the individuals are not in any way identifiable. Data or summary data has
all data elements that could link the data to a specified individual have been removed
and lists of numbers or other data which would uniquely identify an individual is
separated from the summary data; it is not available to persons who gain access to or
possess summary data. Unless classified elsewhere, summary data is public and may be
requested by and made available to any individual or person. Summary data may be
requested by a governmental unit if needed for administration and management.

4
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Section 4 - Access to Data

a. Responsible Authority

Each agency, according to the MN Government Ddata privaey- Practices Aact is required
to appoint a responsible authority. The responsible authority designates the person in
charge of the records and policies concerning data privacy.

The Southwest Health and Human Services Joint Governing Board has appointed the
Dédirector of the agency as the responsible authority and is authorized to assure that
the agency acts in accordance with MN Statutes 43-003-threugh-12-87 and
administrative rules governing data practices-1205-0106-through-1205-2000.

The responsible authority will designate those individuals who are in charge of
individual files and systems containing governmental data.

b. Privacy and Security Officers

Dale Hiland, Social Services Supervisor, and Carol Biren, Public Health Director, areis the

designated Privacy OfficersferHPRAA-purpeses. They ispersen-is-are responsible for
the development and implementation of the data privacy policies and procedures.

ala a¥a B SHERNW. als - - 2 - ats - o Lo ahdatde
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Harvey, Management Information Supervisor is the designated Security Officer for
SWHHS.

c. Request for Government Data

1. Individual Data
When a request is made to view a client's file, this request will be referred to the
supervisor in charge of the unit providing service. The supervisor will ensure
proper release of information and Request for Disclosure of Information
(AG#115) have been obtained. In addition, one of the privacy officers shall also
be notified.
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2. Summary Data
Summary data is public data which does not identify individuals. Preparation of
summary data may be requested by any person or individual. The request will
be made in writing to the Director or designee. The Agency will inform the
requester of any necessary costs involved in summarizing the data. Funds
necessary to reimburse the cost shall be collected prior to releasing the
information.

3. Public access to records is limited to normal office hours, excluding holidays.
Normal office hours of Southwest Health and Human Services are from 8:00 a.m.
to 4:30 p.m. Requests for access shall be submitted in writing on form AG#115
and will receive a response immediately or within 10 working days. The public
has the right to look at (inspect), free of charge, all public data that the Agency
keeps. The public also has the right to get copies of public data. The Government
Data Practices Act allows us to charge for copies. The public has the right to look
at data, free of charge, before deciding to request copies.

If copies of data are requested, one free copy will be provided to the client only
on an annual basis. If a person/entity, other than the client requests copies or
electronic transmittal of data of 100 pages or more, SWHHS will require the
requesting person to pay the actual costs of searching for and retrieving
government data, including the cost of employee time (at lowest office support
services specialist rate of pay), for making, certifying, and electronically
transmitting the copies of the data, and a copy cost of 25 cents per page but will
not charge for separating public from not public data. However, if 100 or fewer
pages of black and white, letter or legal size paper copies are requested, actual
costs shall not be used, and instead, SWHHS will charge 25 cents for each page
copied. If the information cannot be picked up at the local office, the cost of
postage will also be charged. No documents will be released until payment has
been made.

Access to private data is limited to:
e the subject of the data,
e entities or individuals given access by expressed written direction of the
subject of the data,
e staff members with the Agency whose work assignments require access,
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and
e persons designated by the courts.

The intended purpose for which the subject provided the data shall be used as the
gwdmg factor in determlnlng which staff has access to the records. SeuthwestHealth
: —All requests

shall be made in person by the person requestmg the data.

If access to records is denied, the person requesting access must be informed in writing
of the reason why access is being denied.

Release of information of private data to a third party can only be done when written
consent of the subject of the data has been obtained. The consent form must identify
the individual to whom the information can be released and must contain the following
information:

¢ Identify the individual to whom the information can be released.

e The consent form should state the general purpose for which the
requested information would be used.

e The consent form should designate the specific data, appropriate dates,
and type of information which is authorized to be released.

e The consent form should be dated and signed.

e The consent form should only be honored if received within 1 year after
the date of the signature and can only release information obtained prior
to and including the date of the signature.

¢ The consent form should state that such consent may be revoked by the
individual at any time.

Parents have the right to look at and get copies of public and private data about their
minor children (under the age of 18). Legally appointed guardians have the right to look
at and get copies of public and private data about an individual for whom they are
appointed guardian.

Minors have the right to ask the Agency not to give data about them to their parent or
guardian. The Agency informs the minor that they have this right. We may ask the
minor to put their request in writing and to include the reasons why we should deny
their parents access to the data. We will make the final decision about the request
based on the minor’s best interests. The decision will be made with the staff person’s
supervisor. Information will be documented in the case notes.

Verifying Identity
The following constitute proof of identity:
e An adult individual must provide a valid photo ID, such as;
o a state driver’s license
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a military ID
a passport
a Minnesota ID
o a Minnesota tribal ID
e A minor individual must provide a valid photo ID, such as;
o astate driver’s license
a military ID
a passport
a Minnesota ID
a Minnesota Tribal ID
o a Minnesota school ID
e The parent or guardian of a minor must provide a valid photo ID and either;
o a certified copy of the minor’s birth certificate or
o a certified copy of documents that establish the parent or guardian’s
relationship to the child, such as;
= acourt order relating to divorce, separation, custody,
foster care
= afoster care contract
= an affidavit of parentage
e The legal guardian for an individual must provide a valid photo ID and a certified
copy of appropriate documentation of formal or informal appointment as
guardian, such as;
o court order(s)
o valid power of attorney

O 0O O

O O 0O O

Note: Individuals who do not exercise their data practices rights in person must provide either
notarized or certified copies of the documents that are required or an affidavit of ID.
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f. Appropriate Administrative, Technical and Physical Safeguards

The Agency will reasonably safeguard protected-HHi-private data from any intentional
or unintentional use or disclosure that is in violation of the HiPAA-privaey-standardsMN
Governmental Data Practices Act. Records stored in the Agency will be kept secure at
all times. Employees who are handling HHlinfermation private data during the course of
the day will protect the privacy of the material.

In the unfortunate event that we determine a security breach has occurred and an
unauthorized person has gained access to your data, we will notify you as required by
law.

11
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a. Staff members must also recognize that any information that is gained through work
concerning clients is not to be talked about with any other person who does not have
the need to know this information. It is also the policy of the agency that cases shall
not be discussed in the break room, halls, or any place where other people may gain
access to that information within physicat limitation of the agency.

b. Employee Sanctions: If there is a report of non-compliance or if employees fail to
comply with the Agency’s privacy and security policies or procedures, the Agency will
apply appropriate disciplinary sanctions.

13
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Section 96 — Individual’s Right to Contest Data and/or Request to Amend IIHI

a. An individual, parent of a minor or legal guardian has a right to contest the public or
private data collected upen-himself by the human-services-departmentAgency. Fhe-
individual e tobainf | ot intakethat]

I he rial hic-data.

b. The individual, parent of a minor or legal guardian shall notify the agency in writing
describing the nature of his contention, disagreement with any specific data contained
in the file. A staff person will assist the individual wishing to contest such data. The
written notice shall become part of the individual file. If corrections in data need to be
made, these will be done by the appropriate staff person. An individual, parent of a
minor or legal guardian will be notified in writing about the corrections. If no
corrections are necessary, the client, parent of the minor or legal guardian shall be
notified of that decision. If files of other individuals have the same inaccuracy, the staff
will be instructed to make necessary corrections and send letters of notification to the
individuals. If there is any disagreement between the agency and the client, parent of a
minor or legal guardian that a satisfactory conclusion has not been reached, the client,
parent of the minor or legal guardian has the right to appeal this to the Department of
Administration.

Section 107 - Simplified Classification Lists

a. Data collected during a criminal investigation is classified as confidential by Minnesota
Statutes 13.39, Subdivision 2.

b. Adoption records are classified as confidential by Minnesota Statutes 259.27,
Subdivision 3.
c. Child protection records are classified as private and/or confidential by Minnesota

Statutes 626.556, Subdivision 11.

14
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Chemical dependency records are classified as private by 42 CRF 2.1 1976.

Licensing records are classified as public, except personal and personal financial
information about family day care and foster care records. All information on the
actual license for family day care or foster care is public except social security number
and reference. (Licensing information being used in an investigation is protected non-
public.)

Data pertaining to medical providers who provide medical services to individuals under
the State MA program, including their names and information pertaining to their
financial reimbursement for providing such services, is public.

Vendors of services are not classified as individuals under the data privacy law.

Personnel records of all public agencies, including the Merit System, are classified as
public except for that information classified as private under Minnesota Statutes. The
following data about public employees is public information: name, actual gross salary,
salary range, contract fees, pension, value and nature of employee's fringe benefits,
and the basis for and the amount of any added remuneration including expense
reimbursement. In addition to salary; job title, job description, education, training

and background, previous work experience, date of first and last employment, the
status of any complaints or charges against the employee (whether or not the
complainer charged resulted in disciplinary action), the final disposition of any
disciplinary action, work location, work telephone number, payroll time sheets that are
used to account for employees' work time (except to the extent that the release of time
data would reveal the employee's reason for the use of sick or other medical leave or
other non-public data), the city and county of residence. This is all contained in
Minnesota Statutes Section 13.43, Subdivision 2.

WIC data is considered private.
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Agency Forms Regarding This Policy:

AG#009 — Notice of Privacy Rights-Statement/Tennessen-Warning
AG#115 — Request for Disclosure of Information
AGH116—Master-DataPractices Reguest-lLog

AGH117  Data Practices-C lainttrtake

AGH118  Data Practices-C laint intakel
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PaperCut MF Solution

PaperCut MF is a simple, low cost application that reports and manages user activity in printers and
multi-function devices.

Eliminate waste, encourage responsible behavior, and make users and departments accountable for
their usage.

PaperCut MF includes embedded software that runs on your copier/MFD to enable tracking, control and
secure print release directly from the device’s panel.

PaperCut MF is easily configured and is suitable for sites of any size regardless of environment,
platform or MFD/printer make and model. PaperCut’s solutions are currently in use in over 50,000 sites
worldwide and translated into 25 languages, making PaperCut MF a product you can both trust and
easily afford.

Intuitive and Easy to Use

PaperCut MF is regarded as the simplest system of its type to deploy and manage. System
administrators have full access to administration and configuration via a familiar web interface.
It offers:

e User directory (eg. Active Directory and others)

Integration and automatic user account creation

Secure print release and Find-Me printing

Administrator dashboard with real-time status updates

Web Print: Driverless printing for wireless devices

Optional client and account billing

Ability to encourage responsible use via popup notifications

£ Print information X

| Print information FRoe Il faco
2 Untitled - Notepad

Printing Policy Alert
FAN

Please use double-sided printing!

Did you know that this job wilt produce 9 grams of CO, equiv.? This
|| is equivalent to leaving a 60W bulb on for 0.6 hours!

You could halve this impact by printing double-sided ,

Would you like to convert this job Lo duplex?

Action: ‘Convert to Duplex v

Reason for not using duples: |
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Detailed Reporting

PaperCut includes over 50 one-click reports available for online viewing, printing or export. Reports
address all areas ranging from detailed page logs to summaries by user, department, device or
environmental impact. Administrators can create ad-hoc reports by applying filter conditions and
reports can be emailed to specified people on a regular schedule,

PaperCut MF S

LSS SWNG IS LS S8 Reports

@& User Reports

_ u User Reports User list

9 Schedule a report s - 0@ .
Usar locused reporls providing informalton about users,
(heir account balance and actvity.
Executive summary
Addrtional reports for indmdual users are located undsr Show sample Last30daye <~ T
Ihe user's transaction and activity history sections
Mosli reports ase avaiable in PDF, HTML and Excel/CSV Largest print usera
formats TIP Excel/CSV reports often conlain exira fiekds Show semmle Lest30days - 1@
User printing - summa
5 Gt g Last 30 days - he@
User print/copylscanit
Laet30days =~ @ M

Department printing - summary

: Lest30days - ¥ @

Copy Tracking & MFP Integration

At the core of PaperCut MF is the ability to interface directly with MFD hardware to track off-the-glass
functions such as copy, scan, fax and secure print release. PaperCut has worked directly with leading
MFD manufactures to bring our software directly to the MFD at a firmware level. To complete the
solution offering across all devices PaperCut MF also supports hardware copier terminals from multiple

vendors.
PaperCut og In

Welcoma To santinue, s@ipe your Buthsnticstion card ot seisct the legin method below

e S
\ '/ | 10 Momber J
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Embedded Software

For printing PaperCut authenticates and tracks print jobs at the server layer before they pass to the
MFD. To track off-the-glass device usage such as copying usage the authentication and tracking step
needs to be done on the device itself. Where possible this is accomplished using embedded software.
The embedded software runs on the MFD and works with the PaperCut Server to bring the same
experience offered with printing to direct device usage. This includes:

e Ability to select shared accounts (e.g. projects/departments/clients) if the user has access to
this feature

e User authentication using various methods (Username/Password, Card swipe, Employee ID

and/or PIN)

Ability to release secure held print jobs

Tracking and recording of all usage is sent across to the central PaperCut MF server

Group based access control

Embedded solutions also offer other service such as the ability for users to self-associate a new

swipe card with their account and check their account balance (in quota controlled

environment).

PaperCut Account Selection
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PaperCut Solution Pricing

PaperCut Server Software Up to 150 User LICENSES .......cuviiriimuiiniriiiiinniermii s $165/mo
Software Implementation, Configuration and TrainiNg .........cocoviiiiii i included
5-years Support, Upgrades & MaintenanCe® ..........ouuviiiiimiiiiimmsn included
3) HID Prox Plus Card Readers for Marshall MFPS ......ccoivvininiiiniiininni i, included

*Valid Software Maintenance & Support Contract entitles Customer to unlimited phone support and upgrade software as
available. Installation of upgrade software is considered Professional Services, and applicable rates would apply. If no valid
Software Maintenance & Support Contract is in place, Marco could provide support at applicable rates and on a best-efforts basis.

Optional Supplement extend existing maintenance contract to HP Printers $594.23/mo
Covers all toner, maintenance, parts and labor for existing HP Printers
Black and White Prints included per Month: 43,917
Black and White Print Overages: $0.0135 /Print
Color Prints included per Month: 14
Color Print Overages: $0.095 /Print
Estimated $100.39 a month savings based on cartridge yields and monthly usage

The above pricing does not include applicable sales tax.
Prices quoted are subject to change and should be verified before placing your order.

Purchase Approval Signature Date

Signing this document indicates that you have read this document, are indicating your approval to
purchase the proposed items listed above, and have the authority to do so.
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